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Synopsis

Reflecting the latest developments from the information security field, best-selling Security+ Guide
to Network Security Fundamentals, 4e provides the most current coverage available while
thoroughly preparing readers for the CompTIA Security+ SY0-301 certification exam. Its
comprehensive introduction to practical network and computer security covers all of the the new
CompTIA Security+ exam objectives. Cutting-edge coverage of the new edition includes
virtualization, mobile devices, and other trends, as well as new topics such as psychological
approaches to social engineering attacks, Web application attacks, penetration testing, data loss

prevention, cloud computing security, and application programming development security.
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Customer Reviews

"Yes, this chapter introduces a wide array of technical terminology, in which the author does a
fantastic job of breaking it down so that novice learners can comprehend it. Yes, the examples in
this chapter are excellent in that they allow the reader to relate to the technical concepts in a
comparative way. The Hands-on Projects for this chapter tie in well with the material presented. |
believe that they provide students with several different ways to see how some of the attacks
explained in the chapter are executed and how they can be prevented. | am now officially excited
about the publication of this text, wish it was available for the Summer 2011 section that | am
teaching using the 3rd edition.""Clear and Concise coverage of a difficult and dynamic subject.
Engaging for students, using examples and stories.""An excellent introduction to different types of

Malware. An excellent coverage of Social Engineering techniques. Chapter one gives an overview



of Information Security and threats. The fact that author has included one of the most current
security threat (Stuxnet) at the beginning of the chapter is excellent. This will get the attention of the

learners."

Mark Ciampa is Assistant Professor of Computer Information Systems at Western Kentucky
University in Bowling Green, Kentucky. For 20 years, he served as Associate Professor and Director
of Academic Computing at Volunteer State Community College in Gallatin, Tennessee. Dr. Ciampa
has worked in the IT industry as a computer consultant for multiple public and private enterprises. In
addition, he is the author of many Cengage books, including CWNA GUIDE TO WIRELESS LANS,
3e; CWSP GUIDE TO WIRELESS SECURITY; GUIDE TO WIRELESS COMMUNICATIONS; and
NETWORKING BASICS. He earned a PhD in digital communication systems from Indiana State

University.

This book came in and it was in great condition! Looks VERY close to brand new.

ok

No complaints about the seller. Very honest and decent price. The book is very high level and is
merely an introduction to technology threats. The book is written in plain English which | can’t say
for some of my Engineering texts! Those with experience may find the book too easy but new

students should find it helpful. Think of it as wetting your appetite to learn.

It is designed very well. Each Chapter has a quaint amount of text, and after your given some key
descriptions, even a summary. When completing the exercises it is very easy to go back through
and make sure you get it right. | mean you should read the chapters anyways but it is handy if you

want to be 100%.

If you are looking to obtain your Security+ certification, this book will definitely get you going in the
right direction. The book is designed to be used in tandem with online research and study to prepare
you for the exam, a goal which is certainly realized if you take the time to do the exercises laid out in
the book.

My son is using this book in his dual-credit college class. It is very thorough and provides step by



step instructions to install any needed utilities to help explain the topic at hand. Appears to be up to

date with the latest tools and utilities. Excellent topic coverage.

Great book! and it was in a great condition.

My book came right on time for class. The only problem is that the CD does not work on my
Windows 8 laptop. | think maybe | am doing something wrong with the download. However the book

is a good book for the class | am taking.
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